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And how would you get there? 

How would you represent 
your entire risk landscape to 
your senior management? 

Information Technology 

CSF Pilot @ Intel 

March à Aug 2014 
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Additional 
assessments 2015+ 



4/28/16	

2	

Information Technology 

Several methods to build comprehensive risk picture tried in the past, but 
none were satisfactory 

Intel actively involved with NIST and CSF from beginning (February 2013) 

Team engaged and educated senior management at very beginning 

Also engaged other stakeholders early; their buy-in helped with resourcing 

Interestingly, the Framework itself facilitated the discussions 
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Laying the Groundwork 

Information Technology 

Framework Profile 
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Framework Elements Support Common Understanding 

Information Technology 6 

Set Targets 

• Get senior leadership buy-in 
• Establish Core Group of SMEs (key SMEs and Managers) 
• F2F Session with Core Group to Set Targets and Score Actuals  
• Validate Initial Targets with Decision Makers (CISO & Staff) 

 
Assess  

Current  State 
 

• Identify Key SME Scorers (10) 
• Train SMEs  
• SME Use Tools to Self Score 
• SME Follow-up meeting to share SME aggregation  

 
Analyze 
Results 

 

• Aggregate Individual SME roll-up with Core Team Actuals and compare to Targets 
• Use simple heat map to identify gaps  
• Drill down on subcategories for identified gaps to identify key issues 
•  Follow up with Core Team and individual As needed for interpretation/detail 

Communicate 
Results 

•  Meet with Core Team to communicate findings and draft recommendations 
•  Meet with CISO and Staff to discuss findings/ratify targets/recommendations 
•  Deliver to impacted Managers to ensure prioritization feed into budget and planning cycles 
•  Brief Senior Leadership on findings and resulting recommendations 

Intel’s Framework Utilization Process 
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Information Technology 

Design	 Office	 Manufacturing	 Enterprise	 Services	
Identify	  	  	  	  	  	
Business Environment	  	  	  	  	  	
Asset Management	  	  	  	  	  	
Governance	  	  	  	  	  	
Risk Assessment	  	  	  	  	  	
Risk Management Strategy	  	  	  	  	  	

Protect	  	  	  	  	  	
Access Control	  	  	  	  	  	
Awareness/Training	  	  	  	  	  	
Data Security	  	  	  	  	  	
Protective Process & 
Procedures	  	  	  	  	  	
Maintenance	  	  	  	  	  	
Protective Technologies	  	  	  	  	  	

Detect	  	  	  	  	  	
Anomalies/Events	  	  	  	  	  	

Security Continuous Monitoring	  	  	  	  	  	
Detection Process	  	  	  	  	  	
Threat Intelligence	  	  	  	  	  	

Respond	  	  	  	  	  	
Response Planning	  	  	  	  	  	
Communication	  	  	  	  	  	
Analysis	  	  	  	  	  	
Mitigations	  	  	  	  	  	
Improvements	  	  	  	  	  	

Recover	  	  	  	  	  	
Recovery Planning	  	  	  	  	  	
Improvements	  	  	  	  	  	
Communications	  	  	  	  	  	
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Focus Areas 

Pilot w/ Office + Enterprise 
§  IT-owned 
§  Highest familiarity with 

Core Team 

Pilot Scoping – Subset of the Company 

Information Technology 

Pilot Scoping – Only the Top Level of the CSF 

Assessing subcategories too 
large a task for a pilot 
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Decided to only assess to 
Category level (21+1) 

Our training covered how to 
assess to higher level 

Information Technology 9 

Framework Tiers and Risk Tolerance 
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Information Technology 10 

Category	 Actual	
Iden&fy	
Business	Environment	
Asset	Management	
Governance	
Risk	Assessment	
Risk	Management	Strategy	
Protect	
Access	Control	
Awareness/Training	
Data	Security	
ProtecEve	Process	&	Procedures	
Maintenance	
ProtecEve	Technologies	
Detect	
Anomalies/Events	
Security	ConEnuous	Monitoring	
DetecEon	Process	
Threat	Intelligence	
Respond	
Response	Planning	
CommunicaEon	
Analysis	
MiEgaEons	
Improvements	
Recover	
Recovery	Planning	
Improvements	
CommunicaEons	

Target	 Delta	
3	
2	
3	
4	
2	
4	
2	
1	
2	
2	
2	
2	
2	
1	
4	
4	
2	
3	
2	
1	
3	
2	
2	
3	
3	
4	
2	
4	

Setting the Targets 

The Core Team, made of 
managers and lead SMEs, 
collectively assessed risk 

tolerance for each category  

Information Technology 11 

Mapping highlighted outliers 
and major differences 

NOTIO
NAL /

 E
XAMPLE

 O
NLY

 

1	
1	

SME Scoring 

Information Technology 

Our Final Result 
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Category	 Actual	
Iden&fy	 3	
Business	Environment	 2	
Asset	Management	 2	
Governance	 3	
Risk	Assessment	 2	
Risk	Management	Strategy	 4	
Protect	 2	
Access	Control	 1	
Awareness/Training	 2	
Data	Security	 2	
ProtecEve	Process	&	Procedures	 2	
Maintenance	 3	
ProtecEve	Technologies	 2	
Detect	 1	
Anomalies/Events	 3	
Security	ConEnuous	Monitoring	 4	
DetecEon	Process	 2	
Threat	Intelligence	 4	
Respond	 2	
Response	Planning	 1	
CommunicaEon	 3	
Analysis	 2	
MiEgaEons	 2	
Improvements	 3	
Recover	 3	
Recovery	Planning	 3	
Improvements	 2	
CommunicaEons	 4	

Target	 Delta	
3	 0	
2	 0	
3	 -1	
4	 -1	
2	 0	
4	 0	
2	 0	
1	 0	
2	 0	
2	 0	
2	 0	
2	 1	
2	 0	
1	 0	
4	 -1	
4	 0	
2	 0	
3	 -2	
2	 0	
1	 0	
3	 0	
2	 0	
2	 0	
3	 0	
3	 0	
4	 -2	
2	 0	
4	 0	
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Information Technology 

Our Key Learnings 

•  The CSF fosters essential internal discussions about alignment, 
risk tolerance, control maturity, and other elements of cyber risk 
management 
Ø  Setting our own Tier Targets was especially useful 

•  The CSF provides a common language for cross-organizational 
communications, allowing apple-to-apples comparisons 

•  Engage all stakeholders early; the Framework itself facilitates 
discussion 

•  Its alignment to industry practices made it easy to scale and  
 tailor it to our environment with surprisingly minimal impact 
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Information Technology 

Utilizing the Framework in Your Organization 

You will miss the benefits if you treat the Framework as a compliance 
exercise, or use an outside agency do it for you 

è Coaching is fine but you need to make the journey yourself 
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First: Inform senior management on the Framework and benefits: 
§  Driven by and follows industry best practices 
§  Provides common a cybersecurity reference up and down the organization 
§  Drives important conversations on your risks and your tolerance 
§  Can lead to a much better understanding of your complete risk picture 

Information Technology 

Resources 
Intel CSF white paper: http://www.intel.com/content/www/us/en/government/cybersecurity-framework-in-
action-use-case-brief.html  

NIST CSF Website: http://www.nist.gov/cyberframework 

U.S. Sector Information Sharing & Analysis Centers (ISAC): http://www.isaccouncil.org/home.html  

U.S. Dept. Homeland Security Critical Infrastructure Cyber Community (C³) Voluntary Program: http://
www.dhs.gov/about-critical-infrastructure-cyber-community-c%C2%B3-voluntary-program 

Intel Threat Agent Analysis: https://communities.intel.com/docs/DOC-23914  

 

We engage with fellow travelers and communities utilizing the CSF related to:  
§  Threat Assessments 
§  Supplier Management and Supply Chain Risk  
§  Manufacturing / ICS Risk 
§  Tools and Visualization 
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https://communities.intel.com/docs/DOC-1151  
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Questions? 
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